AGENDA

Time Topic
9:00 am - 9:30 am Continental Breakfast and Registration
9:30am - 10:30 am Overview of Cyber Threat Landscape Panel

Panel and presentation with AHA's John Riggi, CISA and FBI representatives.

« Learn from the FBl and CISA cyber program leaders about the criminal and
national security cyber threats they are investigating/defending against on a
global, national and regional level.

Learn how best to work with the FBI and CISA prior, during and post cyber
incident. The FBI and CISA will also discuss and distinguish their non-regulatory
roles in the investigation of and defense against cyber incidents.

«  Learn what hospitals and health care systems on a national level are saying to their
trusted AHA cyber advisor about their biggest cybersecurity threat challenges.

«  Learn how the AHA is helping the field mitigate those threats and exchange
information with the FBI, CISA and other government agencies.

10:30 am - 10:40 am Break
10:40 am-11:20 am Panel Discussion: Best Practices and Challenges from large systems and small
hospitals

Guest speakers from KHA and MHA member hospitals will join us to share their
cyber incident experiences and share insights.

11:20 am - 12:00 pm Ransomware Preparedness and Response
A national perspective will be presented on ransomware attacks and how cyber risk
translates into enterprise risk issues with direct implications to revenue, reputation, care
delivery and patient safety.

- Attendees will understand current ransomware threats and attack methodology
targeting health care.

«  Lessons learned and best practices will be shared on how to best prepare for

and sustain the impact of ransomware attacks. John Riggi and panelists will
also discuss cyber guidelines and what they mean for hospitals and health

systems.
12:00 pm - 1:00 pm Networking Lunch
1:00 pm - 2:30 pm Cyber Table-top Exercise

This exercise is designed for both technical and non-technical leaders and will
feature a complex cyber incident scenario designed to elicit critical thinking and
strategic decision making during a crisis.

2:30 pm - 3:00 pm Wrap-up and Discussion
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